


@Punkt INFORMATION SECURITY POLICY

ITPunkt Sp. z 0.0. is a company engaged in providing IT services to businesses, selling computer
hardware, and monitoring IT equipment used by clients.

In connection with the Company’s continuous development and the improvement of measures
aimed at ensuring a high level of security, compliance with applicable law, and cooperation for
our Clients, we maintain a personal data protection system and an Information Security
Management System.

As part of the implemented security strategy, we maintain safeguards appropriate to the
assessed risk and compliant with the requirements of international personal data protection law.
We ensure the security of our own information, information provided to our Clients, and
information entrusted to us by Clients by:

e ensuring the integrity and confidentiality of the data processed,

e granting access to information only to authorised persons,

e raising employee and client awareness of the secure use of IT resources,

e using only secure information technologies,

e ensuring the availability of information and the ability to provide uninterrupted services to
clients through the implementation of business continuity management mechanisms,

e ensuring compliance with legal requirements, internal regulations, and contractual
provisions,

e continually improving the Information Security Management System based on the PN EN
ISO/IEC 27001:2017 standard,

Further objectives that we will systematically pursue include:

e systematically improving personnel qualifications and awareness,

e increasing the level of security of information processed within the Company through
systematic monitoring of the safeguards implemented and monitoring of adverse events,

e ensuring compliance with legal and contractual requirements,

e continuous monitoring of factors affecting information security,

e increasing the resilience of the IT systems used against external threats.

The Company’s Management Board provides full support for maintaining and improving the
information security system. In order to continually improve the system, management reviews
and internal audits are conducted regularly.

All Company personnel know and understand their role and the requirements of the system with
which they have been familiarised. Internal and external training courses are conducted regularly
to improve qualifications in the area of security.

. www.itpunkt.pl
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